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Housekeeping

• If you are having audio or video issues, refreshing 
your browser usually will fix any problems

• Chrome is the best browser to use if possible
• This presentation is being recorded and will be 

available on-demand after the broadcast
• The slides and all mentioned resources are 

available for download in the resources box in your 
webinar console

• There is a team behind the scenes ready to answer 
your questions, and we will get to some if there is 
time at the end, so please send questions in the 
Q&A box in your webinar console



• CISSP, CISSP-ISSAP, MCITP, ITIL v3, etc…

• Former Security Manager for the US Army 2nd 
Regional Cyber Center – Western Hemisphere

• Former Director of Member Relations and 
Services for (ISC)2

• A veteran of IT and Security since the mid 
1990’s in manufacturing, healthcare and DoD 
environments

Erich Kron
Security Awareness Advocate

About Erich Kron



• Security Awareness, Siemens Energy

• Product Security Officer, Siemens Gamesa

• Adjunct Professor, Valencia College

• (ISC)2 Central Florida Chapter President

• Board of Trustees, Center for Cyber Safety & 

Education

• Leadership Board, InfoSec World Conference & 

Expo

James R. McQuiggan, CISSP
Security Awareness Advocate

About James



KnowBe4, Inc.
• The world’s most popular integrated Security Awareness 

Training and Simulated Phishing platform

• Based in Tampa Bay, Florida, founded in 2010

• CEO & employees are ex-antivirus, IT Security pros

• 200% growth year over year

• We help tens of thousands 
of organizations manage 
the problem of social 
engineering 
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Agenda

• What is BEC?
• Tax themed attack types
• Common targets within your 

organization
• Defending against the attacks
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Business Email Compromise
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Business Email Compromise (BEC)
BEC scams usually target money or information by using the authority of an 
executive to get people to take an action. 

Attackers may start the attacks from within the executive's real email account, they 
may spoof the reply address, or they might even just use a generic address.

Wire Transfer Fraud

W2 Fraud

Gift card Fraud
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CEO Fraud and BEC Causes
$26 Billion in Damages

There are various versions of the scams. Victims range 
from large corporations to tech companies to small 
businesses to non-profit organizations. Many times, the 
fraud targets businesses that work with foreign suppliers or 
regularly perform wire transfer payments.

• Law enforcement globally has received complaints from 
victims in every U.S. state and in at least 177 countries.

• FBI Alert Number I-091019-PSA puts the losses at over 
$26 billion between October 2013 and July 2019.

• Between May 2018 and July 2019, there was a 100% 
increase in identified losses.
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Why are you being manipulated?
-- understand the lures --

Greed

Urgency

Curiosity

Fear

Self Interest

Helpfulness
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IRS Invoices

• Link with required file to download

• Using curiosity to get user to click 
on link

• Fear of losing file due to short 
time frame to download

• Noreply email address



IRS Refund

• Fear of the final notice

• Audits scare people

• Refund = money for you!

• Curiosity to click the link and 
get money back



W2 Verification

• Urgency to complete form

• HSA relates to money

• Compliance to IRS, to government



W2 Verification

• Uses a well-known vendor

• W2 information is expected at this 
time of year.

• Simple and to the point



IRS Court Order

• Compliance to IRS, government

• Curiosity to see the document

• Click the link to see it



SSN phone calls

• Robocalls stating your SSN 
is suspended have been 
really picking up lately. 

• These often come from your 
local area code or from an 
800 number. 

• There are people waiting to 
speak with you personally 
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Common Targets
• While anyone with an email address can be a target, attackers can go 

after some specific people they consider “high value”

• Executives (CEO, CFO, COO)
• Executive Assistants
• HR professionals
• Payroll or Finance professionals

• They want to target people with authority and access to information and 
money
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A Layered Approach
• We know there is no 

silver bullet to combat 
any kind of insider 
threat, it takes layers

• Training’s impact is 
often underestimated, 
and the method 
misunderstood

Training and awareness

Email and spam gateways

Data Loss Prevention (DLP)

Multi-Factor Authentication (MFA)

Monitor and alert on brute force attempts 
against accounts or access to sensitive data
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Focus on changing behavior, not just teaching a single lesson

Baseline Testing
We provide baseline testing to assess the Phish-prone™ 
percentage of your users through a free simulated phishing attack. 

Train Your Users
On-demand, interactive, engaging training with common traps, 
live hacking demos and new scenario-based Danger Zone 
exercises and educate with ongoing security hints and tips emails.

Phish Your Users
Fully automated simulated phishing attacks, hundreds of 
templates with unlimited usage, and community phishing 
templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!
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Through combined security 
awareness and behavior training

Arm Your 
Organization

Security awareness, coupled with frequent 
simulated phishing training, will help 

employees make smarter security decisions, 
everyday



Thank You!

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com


