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• CISSP, CISSP-ISSAP, MCITP, ITIL v3, etc…

• Former Security Manager for the US Army 2nd 
Regional Cyber Center – Western Hemisphere

• Former Director of Member Relations and 
Services for (ISC)2

• A veteran of IT and Security since the mid 
1990’s in manufacturing, healthcare and DoD 
environmentsErich Kron
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KnowBe4, Inc.
• The world’s most popular integrated Security Awareness 

Training and Simulated Phishing platform

• Based in Tampa Bay, Florida, founded in 2010

• CEO & employees are ex-antivirus, IT Security pros

• 200% growth year over year

• We help tens of thousands 
of organizations manage 
the problem of social 
engineering 
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Today’s Presentation

• Examples of Real Third-Party Phishing Schemes
• What Doesn't Work
• How to Defend
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• Very targeted spear phishing
• Personal- or business-focused
• Email/Social Media/Phone to specific person
• Email/Social/Phone media request comes from person/organization receiver 

already trusts
• If email or social media, real email/account of 3rd party may be used
• Often trusted person’s account is compromised
• AKA “lateral phishing”
• May involve “pre-texting”, multiple moves

What is 3rd Party Phishing?
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Agenda
• Examples of  Real Third-Party Phishing Schemes
• What Doesn't Work
• How to Defend
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Example of Real 3rd Party Phishes
Escrow Mortgage Fraud example
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Example of Real 3rd Party Phishes
Escrow Mortgage Fraud example
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Example of Real 3rd Party Phishes

Sent to only person in company responsible for payroll changes

Payroll Fraud example
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Fraud Steps
1. You complain on vendor’s Facebook or social media site about something 

related to vendor’s product or service
2. You receive a message or email purporting to be from the vendor responding 

to your claim
- Email address they are using is look-alike/sound-alike of the real domain

3. They apologize and offer you some incredible benefit for “being a loyal 
customer”

4. They ask for your credit card info to confirm the “gift” coming your way or your 
login account information to “confirm your account”

Fake Facebook Tech Support Scams
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Example of Real 3rd Party Phishes
Sent to me after posting on APEC Facebook site about how much I loved the product after buying
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Example of Real 3rd Party Phishes

Spoofed email thread, innocent request
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Example of Real 3rd Party Phishes

“Helpful instructions” for opening document
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Example of Real 3rd Party Phishes
Fake O365 portals

They get your credentials

Makes you trust document 
more
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Example of Real 3rd Party Phishes

If macro was enabled, launches Fareit password stealing trojan malware
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Example of Real 3rd Party Phishes
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Fraud Steps
1. Vendor who you regularly pay sends email telling you to update payment 

information (e.g. new bank, new account number, new wiring instructions, 
new A/P person to interact with, new company who is now handling 
payments, etc.)

- They tell you not to change anything else or don’t send any money now
2. 3rd party’s email client has a rule intercepting any confirmation emails sent 

back to 3rd party from victim 
3. Attackers just wait
4. When the normal invoicing happens, payment goes to new place
5. Usually not detected for weeks to months

Fake A/P Instruction Change
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Example of Real 3rd Party Phishes
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Example of Real 3rd Party Phishes
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Example of Real 3rd Party Phishes
Compromised vendor
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Example of Real 3rd Party Phishes
Email from vendor announcing compromise shown on previous slide
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Example of Real 3rd Party Phishes

Sent in response to a real existing conversation, but strange response

Thread injection
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Example of Real 3rd Party Phishes
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Example of Real 3rd Party Phishes
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Example of Real 3rd Party Phishes
Twitter 3rd Party Scam Example
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Example Real 3rd Party Phishes
Twitter 3rd Party Scam Example
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Example Real 3rd Party Phishes
Twitter 3rd Party Scam Example
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Example Real 3rd Party Phishes
Voice Phishing (Vishing) - Examples
• Microsoft Technical Support fraud
• Bank account fake fraud report
• PayPal fake fraud report
• Airline ticket purchase fake fraud report
• Hotel points fake fraud report

*As you accidentally give up more information, the more real information they 
give you
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Example of Real 3rd Party Phishes
Vishing – Phone Phishing
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Example of Real 3rd Party Phishes

https://www.msn.com/en-us/news/crime/a-scam-targeting-americans-over-the-phone-has-resulted-in-millions-of-
dollars-lost-to-hackers-dont-be-the-next-victim/ar-AAJpE2J
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Hacking Into Your Email Using Recovery Methods
SMS Rogue Recovery Hack

• There is an inherent problem in that SMS message 

origination cannot be easily authenticated within SMS itself 

• Anyone can claim to be anyone

To pull off hacker must have:

• You email address and associated phone number

Rogue Recoveries

SMS
Rogue

Recovery
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Hacking Into Your Email Using Recovery Methods
Steps:

1. Hacker sends you a text pretending to be from your email 

provider asking for your forthcoming SMS PIN reset code

Rogue Recoveries

SMS
Rogue

Recovery
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Hacking Into Your Email Using Recovery Methods
Steps:

2. Hacker forces your email account into SMS PIN recovery mode

Rogue Recoveries

SMS
Rogue

Recovery
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Hacking Into Your Email Using Recovery Methods
Steps:

3. You get text from vendor with your reset code, which you then 

send to other number

Rogue Recoveries

SMS
Rogue

Recovery
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Agenda
• Examples of Third-Party Phishing Schemes
• What Doesn't Work
• How to Defend
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• Anti-phishing filters
• Being worried about:

• Emails from strangers 
• Strange email addresses from people you know

• Blacklists/whitelists
• Reputation services
• Red/Green (second) systems
• DMARC, DKIM, SPF
• Network/Pattern/Anomaly Analysis

What Doesn’t Work
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• Educating users about general examples of regular phishing
• Although you should still do this
• Just also educate about 3rd party phishes

What Doesn’t Work
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Agenda
• Examples of Third-Party Phishing Schemes
• What Doesn't Work
• How to Defend
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• Risk Identification
• Tools
• Education
• Policy Changes

How to Defend
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Risk Identification
• Who is most at risk for these types of attacks?

• Employees who can move money and pay invoices
• People with elevated access to systems and data
• C-Level employees

Give them specific training and simulated phishing testing

How to Defend
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Look for Malicious Email Rules and Forms
Phishes often create malicious email client rules and forms on 3rd party to 
intercept emails from victim
• Look for any non-default email rules and forms

• https://github.com/OfficeDev/O365-InvestigationTooling/blob/master/Get-

AllTenantRulesAndForms.ps1

• Notruler – https://github.com/sensepost/notruler
• Verify that they aren’t malicious
• Make sure your event log system looks for new email rules and forms

How to Defend
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Education
• Share awareness of what’s going on

• Use this slide deck
• Specific simulated phishing campaigns

How to Defend
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Education
What Do We Look For?
• Money/gift card/banking info requests
• Strange URLs
• Do URL recognition training

• “Hovering”
• Recognizing true domain name

How to Defend
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Help Users Understand How to Read URL Domains to Spot the Dubious 
URL Links

URL Training
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Help Users Understand How to Read URL Domains to Spot the Dubious URL 
Links

URL Training
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URL Training
• Help Users Understand How to Read URL Domains to Spot the Dubious 

URL Links

Real-Life Hints
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Education
What Do We Look For?
• New action requests never requested before
• Strange attachment name or file format
• New action/communication pathways
• Strange Timing (e.g. email arrived at night and is usual in doing so)
• Includes “stressor events”

• If an email contains one of these, time to slow down and evaluate what we are being asked 
to do

How to Defend
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Policy Changes
• Policy needs to support security-aware culture and desired 

behaviors

How to Defend
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Policy Changes
Examples: 
• Can’t update banking or payment information without prior voice 

confirmation from a known good contact name and number
• Can’t purchase gift cards without voice confirmation
• Mortgagee’s must call previously verbally disclosed phone number 

to verify any escrow transfers
• Let third parties know policies and rules ahead of time

How to Defend
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The KnowBe4 Security Awareness Program WORKS
Baseline Testing
Use simulated phishing to baseline assess the Phish-prone™ 
percentage of your users.

Train Your Users
The world's largest library of security awareness training content; 
including interactive modules, videos, games, posters and 
newsletters. Automated training campaigns with scheduled 
reminder emails.

Phish Your Users
Best-in-class, fully automated simulated phishing attacks, 
hundreds of templates with unlimited usage, and community 
phishing templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!
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Security Awareness Training Program That Works

• Drawn from a data set of over six 
million users

• Across nearly 11K organizations
• Segmented by industry type and 

organization size
• 241,762 Phishing Security Tests 

(PSTs)
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Resources

» Learn More at www.KnowBe4.com/Resources «

12+ Ways to Hack Two-Factor Authentication
All multi-factor authentication (MFA) mechanisms can be 
compromised, and in some cases, it's as simple as 
sending a traditional phishing email. Want to know how to 
defend against MFA hacks? This whitepaper covers over 
a dozen different ways to hack various types of MFA and 
how to defend against those attacks.

Ransomware Hostage 
Rescue Manual
Get the most complete Ransomware 
Manual packed with actionable info 
that you need to have to prevent 
infections, and what to do when you 
are hit with ransomware.

CEO Fraud Prevention Manual
CEO fraud is responsible for over $3 billion 
in losses. Don’t be next. The CEO Fraud 
Prevention Manual provides a thorough 
overview of how executives are 
compromised, how to prevent such an attack 
and what to do if you become a victim.



Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com



Thank You!

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com


