This presentation may contain simulated phishing attacks.

The trade names/trademarks of third parties used in this
presentation are solely for illustrative and educational
purposes.

The marks are property of their respective owners, and the use
or display of the marks does not imply any affiliation with,
endorsement by, or association of any kind between such third
parties and KnowBe4.

Cybercriminals don't care about this and use them anyway to trick you....

This presentation, and the following written materials, contain KnowBe4's proprietary and confidential information and is not to be published, duplicated, or distributed to any third party
without KnowBe4's prior written consent. Certain information in this presentation may contain "forward-looking statements” under applicable securities laws. Such statements in this
presentation often contain words such as “expect,” “anticipate,” “intend,” “plan,” “believe,” “will,” “estimate,” “forecast,” “target,” or “range” and are merely speculative. Attendees are cautioned
not to place undue reliance on such forward-looking statements to reach conclusions or make any investment decisions. Information in this presentation speaks only as of the date that it

was prepared and may become incomplete or out of date; KnowBe4 makes no commitment to update such information. This presentation is for educational purposes only and should not be
relied upon for any other use. :
© 2024 KnowBe4, Inc. All rights reserved. 1
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Proactive Technologies
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Security Awareness Advocate




Al, Generative Al and Al Agents... Oh My!
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Cybercriminals are leveraging all
aspects of Al to attack
organizations.
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Over

70,000

Customers

Construction
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Services Energy &...

Consulting

Consumer
Technology Services

Business s

A Education
Services

Not for Profit

Govemment

Healthcare &

Pharmaceuticals p
Manufacturing Banking

KnewBe4

About KnowBe4d4

The world’s largest integrated Security
Awareness Training and Simulated Phishing
platform

We help tens of thousands of organizations
manage the ongoing problem of social
engineering

CEO & employees are industry veterans in IT
Security

Global Sales, Courseware Development,
Customer Success, and Technical Support
teams worldwide

Offices in the USA, UK, Netherlands, India,
Germany, South Africa, United Arab Emirates,
Singapore, Japan, Australia, and Brazil

© 2024 KnowBe4, Inc. All rights reserved. 6



To help organizations manage the
ongoing problem of social engineering

Empower your workforce to make
smarter security decisions every day.



Outcomes for the next 97 minutes... (and 257 slides)

Al 1s available
to all, and Al Agents are

How can we
use Al Agents
to protect
users and
organizations?

cyber leveraging Gen

criminals are Al for
using for their efficiency
needs

KnewBe4
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Alvs Al

ol Waorld Exsmples of how Al is used 10 defend and protect
organizations

Al Attack Vectors

Examining 1he various sTiack vwctors used by Cybercriminals

Al vs Al Protections

Looking #t how Al can protect and defend our organizations

Wrap-Up / Q&A

© 2024 KnowBe4, Inc. All rights reserved. 9



Examining the various attack vectors used by cybercriminals
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I(ﬂ@WBe4 © 2024 KnowBe4, Inc. All rights reserved. 10



CISO Survey — Al Threats — Team 8

16.2% Endpoint Exploitation

17.5% Network Infiltration

75% Phishing Campaigns

56.2% Deep Fake Enhanced Fraud

|<n®WBe4 © 2024 KnowBe4, Inc. All rights reserved. 11



&l @ fbi.gov

Z8 An official website of the United States government. Here's how you know v

MORE = | # > CONTACT US > FIELD OFFICES > SAN FRANCISCO > NEWS = o B 0
-
San Francisco

About m Wanted and Missing Persons =~ Community Outreach ~ Recruitment

FBI San Francisco
San Francisco Media Office

media.sf@fbi.gov B x.com K Facebook Email
May 8, 2024

FBI Warns of Increasing Threat of Cyber Criminals Utilizing Artificial
Intelligence

Perceptions of Al Threats in Cybersecurity

Cyber security
in the age of | —
Daily Al Attacks Offensive Al Norm

offensive Al

© 2024 KnowBe4, Inc. All rights reserved. 12



Al is Supercharging Phishing Attacks & Social Engineering

Spear Phishing Phishing Site

Personalization Automation
Tailoring phishing Automating the creation

attacks to individuals of fraudulent websites
using Al insights. to deceive users.

Automated

Content
Generation éa
The use of Al to create
deceptive content at |_]

scale.
=

Deepfake
Technology

Creating realistic but
fake videos to mislead
viewers.

I(n@WBell' © 2024 KnowBe4, Inc. All rights reserved. 13



Fraud Loss Increase in
Projections Deepfake Cases

~$40b by 2027 \’N @
=£

Deepfake
Business N Targeted
Scams Awareness

Industries
25% execs 88%in
unfamiliar with Crypto Sector
32% doubt
users detection

Regional Impact

1740% Increase in NAM

© 2024 KnowBe4, Inc. All rights reserved. 14
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HONG KONG

Multinational loses HK$200 millionto
deepfake video conference scam, Hong
Kong police say

Police received a report of the incident on January 29, at which point some HKS200 million (USS26 million) had already been lost via 15
transfers.

- 00000 <0+
|'I']w|q.r you can trust Hong Kong Free Press

12:09, 5 FEBRUARY 2024

Listen to this article
e 000 o o el 100 ] s oo o o HKFP

Support the HKFP team

Scammers tricked a multinational firm out of some USS$26 million by impersonating senior asa mo nthly Patron.
executives using deepfake technology, Hong Kong police said Sunday, in one of the first
cases of its kind in the city.

© 2024 KnowBe4, Inc. All rights reserved. 15



Phishing attacks increase by 28%
44% of attacks originate from
compromised accounts

45% of phishing emails contain
malicious hyperlinks

Al &
Phishing
& egress g

a KnewBe4 company

By P Jo &

Al integrated into phishing toolkits

b

75% of kits offer Al features

»

@ 82% of kits include deepfake
22 capabilities

Source: https://www.scworld.com/news/phishing-attacks-armed-with-ai-capabilities-are-on-the-rise

Kﬂ@WBQA- © 2024 KnowBe4, Inc. All rights reserved. 16



Al-Created Deepfakes Used In Attempt Theft

Audio Deepfake Attacks: Widespread And ‘Only Going

To Get Worse’ 06:07 a2« « 0N AN 53%a
‘I +1(216) 315-6189
BY KYLE ALSPACH P < last seen today at 05:35 - .

OCTOBER 3, 2024, 11:23 AMEDT

& Messages and calls are end-to-end encrypted. No

A cybersecurity researcher tells CRN that his own family was recently targeted with a . e of this chat, not even WhatsApp, can read
.. . or listen to them. Tap to learn more
convincing voice-clone scam.

+1(216) 315-6189

> e

Missed voice call

Missed voice call :
o

Missed voice call

https://blog.lastpass.com/posts/2024/04/attempted-audio-deepfake-call-targets-lastpass-employee




Deepfake & Webcams - LIVE




Dark Web Activity

14 June

© 239 edited 12:35

Black Market ®@ Plus Plan
& New Released

¥ The most advanced deep fake video

impersonation application using the latest
DeepFake Al technology.

¥ Supported on Windows machine with GPU and
minimum 8CGB RAM.

¥ Simply upload any person photo and let the
DeepFake Al make it live with enhanced 3D
dimensions following your text scripts expressions,
movements and voice for the high resolution video
generation.

¥ Best for generating your own fake / clone video
statement and conference telling about anything
based on your text scripts with your own preferred
voice cloning module.

¥ The new era of video spoofing, love scamming
and false statement spreading.

¥ Unlimited high resolution deep fake video
generations.

Bundle Package Fee:
Lifetime = @ USD160 / @ USDT160

00:00
GCEive

Ayverer AL
ViclaetallSeeefar

Black Market ® Plus Plan

$ Hot Selling

¥ The latest Al technology of video call spoofer tool.

¥ Simply upload any person photo and let the Avatar Al make it
live following your expressions and movements for the video call
session.

¥ Supported for most of video call applications and platforms
(Whatsapp, Telegram, Google Meet, Zoom, Microsoft Teams and
many more)

¥ Supported for all Windows / Mac PC & Laptop machines.

¥ Supported for all iOS / Android smartphones.

¥ Remote installation and setup services included.

Bundle Package Fee:
Lifetime = & USD200 / @ USDT200

© 11K edited 09:28

Black Market ® Premium Plan
NN EEE
# Hot Selling

¥ The most advanced deep fake video
impersonation tool using well known DeepFake Al
model.

¥ Simply upload any person photo and let the
DeepFake Al make it live following your
expressions, movements and voice for the high
resolution video generation.

¥ Best for generating your own fake video
statement and conference telling about anything
that you want.

¥ The new era of video spoofing, love scamming
and false statement spreading.

¥ Unlimited high resolution deep fake video
generation.

Subscription Fee:

1month = @ USD6E0 / @ USDTB0
3 months = ¥ USD150 /

@ usDTI50

6 months = &8 USD250 /

@ usDT250

Lifetime = & USD400 /

@ usDT400

Source: https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/surging-hype-an-update-on-the-rising-abuse-of-genai




Al Agents

Real World Examples of how Al is used to defend and protect
organizations

2 < €

I(n@WBeA' mj © 2024 KnowBe4,v;E€_. m tﬁiéserved. 20
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2023 was the year for GEN Al
2024 was the year for Gen Al +
2025 is the year for Al AGENTS



ternet was to Al
la is to Al Agents
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Al Agents

Al Agent Automation

Autonomous decision-making to
achieve goals

Rule-Based Automation

Following a set list of steps, including
language model calls

Simple conditional actions like "If X
happens, do Y

KnewBe4

Every day at sunset write arecap
email on the cyber stories of the day.

Every day at sunset write a social media
post about Al Agents and Human Risk
Management.

Every day at sunset turn on the lights

© 2024 KnowBe4, Inc. All rights reserved. 23




n~/ | Data-Driven Decision-Making
O

OXY0 Machine Learning

o))

Al
Agents

Logic-Based Reasoning

Al Agents

Reinforcement Learning

Predictive Modeling

DEREIRA

Natural Language Processing

e

I(ﬂ@WBe4 © 2024 KnowBe4, Inc. All rights reserved. 24



Al Agent Examples

Remember. some pecple will call the left cne an Al agent too, but you can quickly see why these two columns would be treated differently.

Al AUTOMATIONS Al AGENTS

Follows a recipe Writes the recipe

You define every step Defines its own path

Executes instructions Creates strategies to achieve goals

Coffee maker Barista

Zapier and Make.com with Claude 3.5 Sonnet Crew Al, Claude Computer Use
Valuable Valuable

Reliable order/progression of steps May have lower standardization

Task-specific Multi-tasking/general purpose

Source: Introduction to Al Agents, Allie K Miller (Maven)

'U.""'.""""El
PN N St Sl Nl Nt s Nl Nl Nl N’ el Nl Nl NN



Al Agent — 1 year

AI Agents Market Map - December 2023

GENERAL / PERSONAL ASSISTANT
O HyperWrite
S MultiOn

LIGHTY

COGNOSYS

L4 DE
Minion Al YL 4]

5 © continua

DEVELOPER TOOLS

8,
Momentic

phind | ERE

DIGITAL WORKERS

{Frbyal @ Parcha
A‘ ’ Ninjatech.ai m.ﬁ'e
m f \““ ‘/\\ sutomalted

TASK AUTOMATION

@Respell Spell =E-‘=

HARDWARE +

AR & humane

: 1 <44 Rewin

KnewBe4

Al Agents Builder (142)

Al Agents Market Landscape

&) FastAgency @ CrewAl ‘ Eidolon Al . Langoase O AgentZero % Crab P PraisonAl ‘ AutoGen @ PlayAl pa Wordware @ BaseAl dev Agent Genesis

A AgenOpsAl X NexusGPT @D Juep ~EB MiSAI (i1 Agience OVaw © vors @ vzravomas G smymos §8 tangtow Q) swormzeroai - CAMEL

© mynkrowars @ woacer @) swwenct @ Fowisear (@) Reevancom ¥ GPTSWem  Lavague F crawev () oponact () imtermotoragents @) Groa [ Haystack

o MomGeT N Octovers (@) Mrascop ) Msalaiagent @) Pricatn BQ xagont () Gopape  E Lagont (@) Bona (@) Agentcon @) PhaiaNetwork < OpenRouter Al

@ onma D Nevocuarsrats 5 Lovecnan (@) avacusal e wnopaet (Y Kabanss @ Twio i Assisants (@) vename @) iwteratie @) AgemeT S symtowar @) mu-cer

@ Voiceflow 0 HebblaAl @@ LangChain ‘ Moemate 0 Uamaindex @ Anon &} Mem0 4 BeamAl @ E28 @D LangGraph

~= DAGent 0 Deepgram [ Dity ¢} Firecraw

an
& vo

I Vertex Al Agent Builder Y TaskWeaver

“) Reki c ControlFlow . LLMStack @ Agentverse . Emergence Al === speaq.ai 0 Lindy Al . Nedima v ChainDesk

et AdOptAl . uAgent @ Tasking Al T' OpenPipe Al Q NPIAI ® Mendable o Marvin 6 LM Studio e UamaGym 0 UamaCloud o LivekitAgents () LitoLLM

& Languse 89 imove @) Focrnar (@) agonavs () sagorucnr @) Lovbyswco  # Rewial @) vocode @) sncain @m Coraoar (@) s o ResponseCX == CodeGPT

o= Ax @ Thegentcl ) Speechmatics . toccaio (@) wayouns @) AgeniCreaor ) Guawraisai @) Lowa A covalvcsze) @) Resacx & avan @) AgentForge

() samboonr @ Bonaal @ cnawwena (Y Dotagentas Langrold B3 AGENTS.nc

~ toopceT (@) Togetmerns ’ Bur == Ousystems 1) AgeniPiol emm Fakory

@ Roauesty === Gaiarius (@) Missonsquad O moserBencnAl @) KaiwsTeam — AssomblyAl e Fabie

Productivity (56)

o supercog () Composic &% AgentE (@) Taskade WM Aomni () Hyperwrite Al Agent

& nena @) cean @) ansa @) cormymingMachine & mution @) cal
sana @ Texace (@ Fecowaemacor (@) mwoxzeo » Tem (@) morcus

Y - YO - SO -p—

© reee @ ranen £ wmen © © roonven @ tran

© Jftyal &8 Tennr . Harvey Al @ Unity 57 TektonicAl @, Maps Scraper Al

. ResumeBoostAl . Curatelt @ F/MS Startup Game ()  Athena Al . Emall Al Extractor

am Skall . xgagercom ¥ Helpfull C Topoio A Al Detector Writer =« HAPAX

B voceoocs @) wevscer @ rona @) zep

— = £ T

TruePiot — BrainChat 4 Zivy

Customer Service (42)
. BOTinends X . Cognigy u Llac Labs we& Salezila ‘ Phonely Al g Goodcall Al

MR caicuanal @ AiDhansAnent M Cuctatia Al BB Ananttans BB Cuet G Riandal

Coding (55)

4 GeminiCocenssist B Mcoagen (@) cusor @) Kushon ‘eo« @ swer
T Tusk {3 soncen () owity @B GruvCopiot P Sourcegraph Coay Al

A Swemaven & DevinAl Reactagent O Contove 3> Menat  Tavdy
@ reviragent @ PrAcen @ Qodorl &R opentianss @) Laran () evikan
@ Bumpgen ° Maige 4p ProjectOscar (4 Codefuse OGFTEwnur © sweern
O SmolAl Developer ), BioopAl % AwoPR & Devyan © opreiot @swa-Agem
N ade () PrvaeGPT  J Outines P Poxeerl @Momennclu B unear @ Voo
—- AppityToxtai @) Ampity Securty (M Testsprte N@ v0 @) Protocran Al

ewmsunaonor ~ Genia () Friday oulgck . Blackbox Al Buttemut Al

) Pydantc . GenSphere

Personal Assistant (29)
2 sawyact QO Projpctasa As Al (@) Customerrndersor B Avocet @) suyBuzz

M v @ corin B Tesnsne.sc

e Taaw £ Tumarcaniar B WhateannCaniint
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Al Agent Breakdown

Planning

Knowledge
Base

Reasoning Decision

The Al agent Making
gathers data The Al agent
from its stores and The Al agent
environment. organizes the analyzes the The Al agent
gathered data.  stored data to makes choices  The Al agent
draw based on its executes the The Al agent
conclusions. analysis. chosen updates its
actions. knowledge

based on the
outcomes of its
actions.

I(ﬂ@WBel" © 2024 KnowBe4, Inc. All rights reserved. 27



Al Agent Development

T i
[yzr Solutions v Platform v Pricing  Resources v Blog  Docs ( Download on GitHub /',| [ Join the Waitlist |
" .\\ A 2 y

& Award-winning Enterprise Agent Platform

— Empower your digital
Build reliable, _
s:fle é?éipgnsime tasks with AutoGPT

AI a g e nt S - ‘ Welcome to AutoGPT, where Al amplifies human potential. Our
platform empbowers vou to create intellieent assistants that

FlowiseAl C)star 32,534 Features UseCases  Pricing Community  Webinars Login Request Access >
—

Build LLM Apps




Al Agent Roles

[ Beginner } . 4 ) {ﬁ Intermediate ]

Al Automation Tools - - | Cl"“l

Utilizing Agents - -

- Al Agents in a Fleet

.-—-l—-

- Operational Management

- LangChain

.-—-l—

~- Building Agents

l(h@WBel" © 2024 KnowBe4, Inc. All rights reserved. 29



Al vs Al

Real World Examples of how Al is used to defend and protect
organizations

I(h@WBe[" ) _ - © 2024 KnowBe4, Inc. All rlghts reserved. 30



FlipSide — Used Against the Scammers

I'm an Al created by O2




GPTZero — GenAl Synthetic Text Detection

* https://app.gptzero.me/app/ai-scan

@ GPTZero «

@ Finder Fle Edt View

n @ oPTzeno
+ New scan B TextScan Batch Upload :
¢ % app.gptzero.mefapplai-scan?inside-view=false o ® 9 n S Y
5 AR James McQuiggan
G GPTZero  «
GenAl Text Check
{2y Home Taees
To see the results of previous scans, check out the Documents section. B Textscan © Batch Upload © Recents

£5 Security MasterMinds 2.0

Documents £3 Presentatons - James

@ Home

£ James
(3 Documents £, Stock Pooton
3 Expenses.
A Applications.
Document — 6/4/2024 James McQuiggan Document — 6/4/2024 & Documants
& CreateaTeam ©® Downloads
o9  Movies
22 Create a Team A © Penes
Settings v o o ) R @ =
AP v 7 soge st & s
Enter the text you want to analyze here (minimum 250 characters). @ Oocsle O
Settings v ® Notwork
o e
Usage Stats

O Knowed
® Orange
® Yellow
® Groen
® Bie

® purple

4 Upgrade Plan

— ® crey
3K credis used of 300K -

I(ﬂ@WBell' © 2024 KnowBe4, Inc. All rights reserved. 32



Modality — Text to Video (HeyGen Demo)

]
& » C 23 app.heygen.com/videos/21940c0ff0134b8b953... & v T O

&  J_McQuiggan-Deepfake

(€9 Captions @D Script Preview (1/1) Nov 28,2023, 404 PM 10«

Mow | took this one step further and created this audio and video which | recorded from a hote

room using HeyGen and all | did was type in a script of what | wanted to say.



James HeyGen Video - Deepware

@ DEEPFAKE DETECTED

\ Name: James -BSidesCPH.mp4 User 205
N~ size: 5.5MB :

Model Results Video Audio 0

n:
Avatarify: DEEPFAKE DETECTED(94%) Duration: 9 sec Duration: 9 sec :
Rate:
Deepware: NO DEEPFAKE DETECTED(0%) Resolution: 1920 10:0 Channel: sterea
SeferbekoV: NO DEEPFAKE DETECTED(31%) Frame Rate: 25 fps sample Rate: 48 knz
Ensemble: NO DEEPFAKE DETECTED(4%) Codec: i Codec:
l
KnewBe4




deepware® w9

\ Name: afb6f232-bdac-4a35-a2dd-d6c93655babB.mp

Size: 9.5 MB

Model Results Video Audio

Avatarify: Duration: Duration:
Deepware: Resolution: - Channel:
seferbekov: Frame Rate: ' Sample Rate:

Ensemble: Codec: S0 Codec:




’ . . 2z detect.resemble.aifresults/0b7e6bac1708987c39e00b3d2805fd0c
Andrada’s Audio File

Resemble Detect

Detect deepfake audio from any source with our powerful Al
Model. Try it out yourself —

Result:

https://detect.resemble.ai/results/0b7e6bac1708987c39e0
0b3d2805fd0c

4 (] ® e e e
S AAAANAANAANANANANAA
B R N R e



Al vs Al Protections

Looking at how Al can protect and defend our organizations.

|<n®WBe4 © 2024 KnowBe4, Inc. All rights reserved. 37



--
Threat Monitoring '
¢

Vulnerability Management

Al in Cybersecurity

s AR |
,M

-
\ \' :‘.
\\_\\\\ \ \

SOAR

Predictive Threat Intelligence £/
ra ¢ o

o /
wadl”




Attack Surface
Analysis

Assessing changes in
the attack surface to
mitigate risks

. . Predictive Risk
Al Predictive o Scoring

FU N Ctl O na llty | N Prioritizing patching
efforts based on

Cybe I’SGCLII’Ity vulnerability trends

Network Traffic
Analysis
Detecting irregular

activities indicating
malicious actions

KnewBe4

Dynamic Threat
Modeling

Identifying potential
attack vectors and
simulating scenarios

Early Warning
Systems

Analyzing global feeds
to detect emerging
threats

User Behavior
Analytics

Monitoring deviations to
spot insider threats

© 2024 KnowBe4, Inc. All rights reserved. 39




Basic Detection

® The criminals have leveled up

® We need to continue on the same path,

but with some changes -
® Asking ourselves if something feels 2 ‘_' |
odd i, "5 . »
® If arequestis abnormal willgoalong |88
way toward countering these attacks
®* Have code words, or ask unusual 2’313
guestions

. o S SN o o o o
© 2024 KnowBe4, Inc. Al rights ‘,r ed. 40
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3 Questions to Ask Your Emall

Email

Is the email
unexpected?

T

Action

1. Are they asking me
to do something
immediately or
quickly?

2. Does the action
seem strange or

l unusual?

Sender

Is this person a stranger?
#StrangerDanger

Verify

Attempt to use a
second connection
to verify the email

YES?



Create A Social Engineering Defense in Depth

* Aggressively Mitigate Social Engineering : Lo e
* People, Processes, Technology ' . N2/ 3.

e Patch Exploited Software & Firmware
* Monitor the CISA KEV Catalog (Known Exploited Vulnerabilities)

e Use MFA Wherever Possible

* Non-phishable MFA too, Avoid SMS and verify all requests that
you didn’tinitiate

e Learn how to Spot Rogue URLs

* No longer-don’t click on links, or checkyour links, make sure
they know how

e Remember to use DING style of passwords
¢ Different, Non-Guessable, Strong

- ‘ KnewBe4



Apply the FAIK Factor Framework

~ Freeze & Feel
A Analyze the Narrative & Emotional Triggers

| Investigate (claims, sources, etc.)

i{ Know, confirm, and keep vigilant



How KnowBe4 Uses Al — 4 Al Agents

RISK SCORg

ulIDA

* AIDA Automated Training

* Agent to assign engaging content
= based on failure type they’ve
Security enai ety R experienced

e Based on the new 2.0 Risk Score

@®

Security &
Compliance Training

_ _ * Phishing Template

RPRP T * Realistic phishing emails

* Leverage the NIST Phish Scale
-ramework

J3¥0os »s'\?

I<n®W8e4 © 2024 KnowBe4, Inc. All rights reserved. 44



How KnowBe4 Uses Al — 4 Al Agents

RISK SCORE

ulIDA

* Knowledge Refreshers

* Bite-size refresher to trigger and
o retain training information

Security e ety * Not scored, but an amplifier

@®

Security &
Compliance Training

* Policy Quizzes

* Upload your policy
i "Biton * Al generates an editable quiz
* Scenario based, not content

J¥0og »s\d

I<n®W8e4 © 2024 KnowBe4, Inc. All rights reserved. 45
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Wrap-Up / Q&A




Takeaways

Educate Your
Alis an incredible Al Agents are Users on Al

tool available to all, the next step advancements,

but like any tool there in the Al recognize

are many ways it can
be used maliciously evolution deep]:/é?lg(ﬁzlftnd be

I<n0W8e4 © 2024 KnowBe4, Inc. All rights reserved. 47



Continue to Test Employees Regularly

* Even when testing confirms that phishing
susceptibility has fallen to nominal levels, continue
to test employees frequently to keep them on their
toes, with security top of mind.

 Bad actors are always changing the rules,
adjusting their tactics and upgrading their
technologies.

* Analyze your phishing data. Continue to train and
phish your users with more advanced tactics such
as attachments and landing pages where they are
asked to enter data.

* Overtime, increase the difficulty of the attacks,
KnowBe4 has 25,000+ templates rated by difficulty
from 1 to 5.

|<n©WBe4 © 2024 KnowBe4, Inc. All rights reserved. 48



35%
® —AVG 34.3%
o 0% Initial Baseline Phish-prone
K n OW B e4 a0 Percentage (Pre-Training)
'E 25%
(V)
. 2 AVG 18.9%
Security Awareness ¢ - 3 Montn ot
=
° ° g 15%
9
Tra I n I ng WO rkS _2' 10% 12 Months Later
- AVG 4.6%
o 5% |
()
0%
(VERER 4 5 6 7 8 9 10 11 12+
. . . . Training Period
Effectively managing this problem requires - sgonths
OngOing due diligence’ bUt it Can be done Source: 2024 KnowBe4 Phishing by Industry Benchmarking Report
and it isn’t diffiCUlt. We ,re here to help. Note: The initial Phish-prone Percentage is calculated on the basis of all users evaluated.

These users had not received any training with the KnowBe4 console prior to the evaluation.
Subsequent time periods reflect Phish-prone Percentages for the subset of users who
received training with the KnowBe4 console.

49
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KnowBe4 AIDA - The Next Step in Your Security Awareness Programs

@0
OR

Events SmartRisk Insights & Risk AIDA
Agent Score
Automated Training Agent Template Generation Agent Knowledge Refresher Agent Policy Quiz Agent
Analyzes user data to Creates highly realistic Delivers bite- Generates quizzes based
assign the most relevant phishing templates based sized refreshers at on your specific security
and engaging content on current attack vectors optimal intervals and compliance policies

I(n@WBell' © 2024 KnowBe4, Inc. All rights reserved. 50



Thank You For Your Attention
James R. McQuiggan, CISSP, SACP

Email: jmcquiggan@knowbe4.com

KnowBe4 Blog: blog.knowbe4.com

Connect with Me!

cj[m Linkedln jmcquiggan

X @james_mcquiggan

?

@ Website jamesmcquiggan.com

I<n®WBe4 © 2024 KnowBe4, Inc. All rights reserved. 51



Resources

Training

* Al Agent talk — Andrew Ng- Yes layer

* Allie K Miller — Al for Business Leaders, Maven Lectures
Directories

* Al Agents Directory - hitps://alagentsdirectory.com

* Al Agents Directory - hitps://alagents.directory/
* Agent Al - https://agent.al/
* Al Agents List - https://aiagentslist.com/categories/data-analysis

Codeless Agent Tools
* AutoGPT - [https://agpt.co](https://agpt.co/) (local only)
* Flowise Al - [https://flowiseai.com](https://flowiseai.com/)
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Kne@wBe4

THANK YOU!
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