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This presentation may contain simulated phishing attacks. 

The trade names/trademarks of third parties used in this 
presentation are solely for illustrative and educational 

purposes. 

The marks are property of their respective owners, and the use 
or display of the marks does not imply any affiliation with, 

endorsement by, or association of any kind between such third 
parties and KnowBe4.

This presentation, and the following written materials, contain KnowBe4’s proprietary and confidential information and is not to be published, duplicated, or distributed to any third party
without KnowBe4’s prior written consent. Certain information in this presentation may contain ”forward-looking statements” under applicable securities laws. Such statements in this
presentation often contain words such as “expect,” “anticipate,” “intend,” “plan,” “believe,” “will,” “estimate,” “forecast,” “target,” or “range” and are merely speculative. Attendees are cautioned
not to place undue reliance on such forward-looking statements to reach conclusions or make any investment decisions. Information in this presentation speaks only as of the date that it
was prepared and may become incomplete or out of date; KnowBe4 makes no commitment to update such information. This presentation is for educational purposes only and should not be
relied upon for any other use.

© 2021 KnowBe4, Inc.  All Rights Reserved.

Cybercriminals don’t care about this and use them anyway to trick you….



AI vs AI
Transforming Cybersecurity Through 
Proactive Technologies 

James R. McQuiggan, CISSP, SACP

Security Awareness Advocate



AI (1950's)
• Turing Test
• Chess / Math

Generative AI 
(2022)
• LLM, Neural 

Networks
• Conversational

AI Agents
• Building on AI
• Next Evolution

AI, Generative AI and AI Agents… Oh My!
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Cybercriminals are leveraging all 
aspects of AI to attack 

organizations.
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Security Awareness Advocate, KnowBe4 Inc.

Producer, Security Masterminds Podcast

Professor, Cyber Threat Intelligence, Full Sail

President, ISC2 Central Florida Chapter

ISC2 North American Advisory Council

Cyber Security Awareness Lead, Siemens

Product Security Officer, Siemens Gamesa

James R. McQuiggan, CISSP,SACP,OSC
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• The world’s largest integrated Security 

Awareness Training and Simulated Phishing 

platform

• We help tens of thousands of organizations 

manage the ongoing problem of social 
engineering

• CEO & employees are industry veterans in IT 

Security

• Global Sales, Courseware Development, 

Customer Success, and Technical Support 
teams worldwide

• Offices in the USA, UK, Netherlands, India, 

Germany, South Africa, United Arab Emirates, 

Singapore, Japan, Australia, and Brazil

About KnowBe4

70,000
Over

Customers
Construction

Insurance
Energy & …
Consulting

Consumer 
Services

Retail & …

Education

Not for Profit

Other

BankingManufacturing

Healthcare & 
Pharmaceuticals

Government

Business 
Services

Technology

Financial 
Services



To help organizations manage the 

ongoing problem of social engineering 

Our mission

Empower your workforce to make 

smarter security decisions every day.

We do this by
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Outcomes for the next 97 minutes…  (and 257 slides)

AI is available 
to all, and 

cyber 
criminals are 
using for their 

needs

AI Agents are 
leveraging Gen 

AI for 
efficiency

How can we 
use AI Agents 

to protect 
users and 

organizations?
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AI Attack Vectors
Examining the various attack vectors used by cybercriminals
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CISO Survey – AI Threats – Team 8
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AI is Supercharging Phishing Attacks & Social Engineering
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10x Increase

88% in 
Crypto Sector

1740% Increase in NAM

25% execs 
unfamiliar with
32% doubt 
users detection

Expected 
~$40b by 2027

Deepfake 
Scams
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AI & 
Phishing

Source: https://www.scworld.com/news/phishing-attacks-armed-with-ai-capabilities-are-on-the-rise
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Fake
Calls

AI-Created Deepfakes Used In Attempt Theft

https://blog.lastpass.com/posts/2024/04/attempted-audio-deepfake-call-targets-lastpass-employee



Deepfake & Webcams - LIVE
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Dark Web Activity

Source: https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/surging-hype-an-update-on-the-rising-abuse-of-genai
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AI Agents
Real World Examples of how AI is used to defend and protect 
organizations
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2023 was the year for GEN AI
2024 was the year for Gen AI +
2025 is the year for AI AGENTS
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What the internet was to AI, 
Social Media is to AI Agents
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AI Agents 

Every day at sunset turn on the lights

Every day at sunset write a social media 
post about AI Agents and Human Risk 
Management.

Every day at sunset write a recap 
email on the cyber stories of the day.
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AI 
Agents 
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AI Agent Examples

Source: Introduction to AI Agents, Allie K Miller (Maven)
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AI Agent – 1 year
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AI Agent Breakdown

Planning
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AI Agent Development
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AI Agent Roles
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AI vs AI
Real World Examples of how AI is used to defend and protect 
organizations
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FlipSide – Used Against the Scammers
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GPTZero – GenAI Synthetic Text Detection

• https://app.gptzero.me/app/ai-scan



Modality – Text to Video (HeyGen Demo)
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James HeyGen Video - Deepware
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https://detect.resemble.ai/results/0b7e6bac1708987c39e0
0b3d2805fd0c

Andrada’s Audio File
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AI vs AI Protections
Looking at how AI can protect and defend our organizations.
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AI in Cybersecurity

38

Threat Monitoring

Vulnerability Management

SOAR

Predictive Threat Intelligence

SOC Support
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AI Predictive 
Functionality in 
Cybersecurity
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Basic Detection

• The criminals have leveled up

• We need to continue on the same path, 

but with some changes

• Asking ourselves if something feels 

odd 

• If a request is abnormal will go a long 

way toward countering these attacks

• Have code words, or ask unusual 

questions



3 Questions to Ask Your Email

Action
1. Are they asking me 

to do something 
immediately or 
quickly?

2. Does the action 
seem strange or 
unusual?

Email
Is the email 
unexpected?

Verify
Attempt to use a 
second connection 
to verify the email

Sender
Is this person a stranger? 
#StrangerDanger

YES?



Create A Social Engineering Defense in Depth

42

• Aggressively Mitigate Social Engineering
• People, Processes, TechnologyMitigate

• Patch Exploited Software & Firmware
• Monitor the CISA KEV Catalog (Known Exploited Vulnerabilities)Patch

• Use MFA Wherever Possible
• Non-phishable MFA too, Avoid SMS and verify all requests that 

you didn’t initiate
MFA

• Learn how to Spot Rogue URLs
• No longer – don’t click on links, or check your links, make sure 

they know how
SPOT

• Remember to use DiNG style of passwords
• Different, Non-Guessable, StrongDiNGS
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How KnowBe4 Uses AI – 4 AI Agents

• AIDA Automated Training
• Agent to assign engaging content 

based on failure type they’ve 
experienced

• Based on the new 2.0 Risk Score
• Phishing Template

• Realistic phishing emails 
• Leverage the NIST Phish Scale 

Framework
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How KnowBe4 Uses AI – 4 AI Agents

• Knowledge Refreshers
• Bite-size refresher to trigger and 

retain training information
• Not scored, but an amplifier

• Policy Quizzes
• Upload your policy
• AI generates an editable quiz
• Scenario based, not content
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Wrap-Up / Q&A
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Takeaways

47

AI is an incredible 
tool available to all, 

but like any tool there 
are many ways it can 
be used maliciously

AI Agents are 
the next step 

in the AI 
evolution

Educate Your 
Users on AI 

advancements, 
recognize 

deepfakes and be 
vigilant
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Continue to Test Employees Regularly

• Even when testing confirms that phishing 
susceptibility has fallen to nominal levels, continue 
to test employees frequently to keep them on their 
toes, with security top of mind.  

• Bad actors are always changing the rules, 
adjusting their tactics and upgrading their 
technologies.

• Analyze your phishing data. Continue to train and 
phish your users with more advanced tactics such 
as attachments and landing pages where they are 
asked to enter data.

• Over time, increase the difficulty of the attacks, 
KnowBe4 has 25,000+ templates rated by difficulty
from 1 to 5.

48
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KnowBe4 
Security Awareness 

Training Works

49

Effectively managing this problem requires 
ongoing due diligence, but it can be done 
and it isn’t difficult. We’re here to help.

Source: 2024 KnowBe4 Phishing by Industry Benchmarking Report

Note: The initial Phish-prone Percentage is calculated on the basis of all users evaluated. 
These users had not received any training with the KnowBe4 console prior to the evaluation. 
Subsequent time periods reflect Phish-prone Percentages for the subset of users who 
received training with the KnowBe4 console.
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KnowBe4 AIDA – The Next Step in Your Security Awareness Programs
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Thank You For Your Attention
James R. McQuiggan, CISSP, SACP

Email: jmcquiggan@knowbe4.com

KnowBe4 Blog: blog.knowbe4.com

Connect with Me!

   jmcquiggan

   

   @james_mcquiggan

   
   jamesmcquiggan.com
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Resources

Training
• AI Agent talk – Andrew Ng- Yes layer
• Allie K Miller – AI for Business Leaders, Maven Lectures
Directories
• AI Agents Directory - https://aiagentsdirectory.com
• AI Agents Directory - https://aiagents.directory/
• Agent AI - https://agent.ai/
• AI Agents List - https://aiagentslist.com/categories/data-analysis
Codeless Agent Tools
• AutoGPT - [https://agpt.co](https://agpt.co/) (local only)
• Flowise AI - [https://flowiseai.com](https://flowiseai.com/)

https://aiagentsdirectory.com/
https://aiagents.directory/
https://agent.ai/
https://aiagentslist.com/categories/data-analysis


THANK YOU!
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