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• 30 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 
APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 
decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 13 books and over 1,300 magazine articles

• InfoWorld and CSO weekly security columnist 2005 -
2019

• Frequently interviewed by magazines (e.g. Newsweek) 
and radio shows (e.g. NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA
• CISSP
• CISM, CISA
• MCSE: Security, MCP, MVP
• CEH, TISCA, Security+, CHFI
• yada, yada
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Roger’s Books
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Agenda

• Why good backups (even offline backups) no 
longer save you from ransomware

• The policies, technical controls, and education 
you need to stop ransomware in its tracks

• Official recommendations from the 
Cybersecurity & Infrastructure Security Agency 
(CISA)

• How to detect ransomware programs, even 
those that are highly stealthy

• Incident response
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Traditional Ransomware
• Main actions start as soon as malware is executed
• Spreads (possibly)
• Encrypts files and folders
• Asked for ransom to provide decryption keys

When A Good Backup Saved You
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Essentially:
Starting in Nov/Dec 2019:
• Ransomware crooks got tired of victims saying no
• They realized the access they had was the hacker “gold” and that they could do 

anything
• Encrypting data and holding it for hostage was the least of the victims worries 

now…

But Ransomware Got More Malicious
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Today’s Attacker Workflow

Attacker Workflow

C&C
Servers

1. Victim tricked into executing “stager” trojan 
horse program, modifies host system

2. After executing, it immediately downloads 
updates and additional malware & 
instructions from C&C servers

3. Updates itself to keep ahead of AV/EDR 
detection, new payloads, spreads

4. Collects as many passwords as it can
5. Notifies C&C/hacker about new intrusion
6. Dwells (sometimes up to 8 to 12 months)
7. Hackers come in, assess and analyze target
8. Steal whatever they want
9. Launch encryption and ask for ransom
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Today’s Ransomware
• Hacker gang often surveys compromised network
• Researches victim organization
• Determines how much ransom to charge based on victim org’s ability to pay
• Determines crown jewels of organization
• Exfiltrates data, emails, passwords, etc.
• Encrypts the crown jewels and causes as much critical service disruption as 

possible
• Says if you don’t pay, I release the crown jewels to hackers, competitors, and 

the Internet

What Ransomware Looks Like Now
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Today’s Ransomware Summary – “Double Extortion”
• Steals Intellectual Property/Data
• Steals Every Credential It Can – Business, Employee, Personal, Customer
• Threatens Victim’s Employees and Customers
• Uses Stolen Data to Spear Phish Partners and Customers
• Does Public Shaming
Good luck having a good backup save you!

1-hour webinar on this subject: https://info.knowbe4.com/nuclear-ransomware

More Malicious Ransomware
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Today’s Ransomware Summary – Double Extortion
• Threats to exfiltrate data are over 86% of all ransomware attacks now

https://www.coveware.com/blog/2022/7/27/fewer-ransomware-victims-pay-as-
medium-ransom-falls-in-q2-2022

Double Extortion is the Norm
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Today’s Ransomware Summary – Double Extortion
• Threats to exfiltrate data are over 96% of all ransomware attacks now

https://www.beazley.com/en-us/cyber-services-snapshot/latest-trends

Double Extortion is the Norm
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If you want to stop break-ins you need to 
close the holes thieves use to break-in

Home Crime Allegory

Houses can be broken into a 
number of different ways:
• Doors
• Windows
• Garage
• Walls
• Roof
• Etc.

If you want to stop house thieves, 
you need to mitigate the ways 
they most likely break-in



Initial Root Access Exploit Methods
How ALL attackers/malware break in

?

?

?
• Social Engineering
• Programming Bug (patch available or not available)
• Authentication Attack
• Malicious Instructions/Scripting
• Human Error/Misconfiguration
• Eavesdropping/MitM
• Side Channel/Information Leak
• Brute Force/Computational
• Data Malformation
• Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue (supply chain/vendor/partner/etc.)
• Physical Attack



17

Risk-Ranking Threats (not all threats are equal)
• Risk-rank likely threats

If you do that…

• Majority of all malicious digital breaches are due to social engineering 
and phishing

• Second most is due to unpatched software
• Everything else added up all together is small part of the risk
• Concentrate your efforts where your prevention efforts will mean the 

most

Our Recommendations
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How Ransomware Attacks

Top Ransomware Root 
Exploit Causes (in order)
• Social Engineering
• RDP Attacks
• Unpatched Software
• Password Attacks
• Other

Sources:
• Coveware Blog Report (https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound)
• Statista (https://www.statista.com/statistics/700965/leading-cause-of-ransomware-infection/)
• Forbes magazine article (https://www.forbes.com/sites/forbestechcouncil/2021/04/22/six-best-practices-for-ransomware-recovery-and-risk-mitigation/)
• Datto’s Global State of the Channel Ransomware Report (https://www.datto.com/resources/dattos-2020-global-state-of-the-channel-ransomware-report)
• Hiscox Cyber Readiness Report 2021 (https://www.hiscoxgroup.com/sites/group/files/documents/2021-04/Hiscox%20Cyber%20Readiness%20Report%202021.pdf) 

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf

% s/w related Password-attacks

% s/e or s/w related
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Most Important Critical Defenses
• Good, thorough, complete system, tested, secure, offline, up-to-date, 

backup and restore
• Most organizations do not have this
• But in most cases of ransomware, a backup alone will not gain you much

• You MUST stop ransomware from accessing your environment in the first 
place!

• Everything else must be secondary to these two defenses

Best Defenses
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General Defense Methods
• Policies
• Technical Controls

• Anti-Malware Software
• Anti-Spam/Phishing
• Content Filtering

• Security Awareness Training

Best Defenses

https://blog.knowbe4.com/the-three-pillars-of-the-three-computer-security-pillars
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Top Defenses for Most Organizations
• Aggressively Mitigate Social Engineering

• Policies, Technical Defenses, Education
• https://info.knowbe4.com/comprehensive-anti-phishing-guide

• Patch Exploited Software & Firmware
• https://www.cisa.gov/known-exploited-vulnerabilities-catalog

• Use Multifactor Authentication(MFA) When You Can
• Use non-phishable MFA where you can

• https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes
• Use Different, Non-Guessable/Non-Crackable, Passwords for every website and 

service where you can’t use MFA
• 12-char+ fully random or 20-character+ human-created passphrases
• Use a password manager, https://blog.knowbe4.com/password-policy-e-book

• Teach Everyone How to Spot Rogue URLs
• https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
• https://info.knowbe4.com/rogue-urls

Best Defenses
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Everything You Can Try to Prevent Phishing
• Webinar

• https://info.knowbe4.com/webinar-stay-out-of-the-net

• E-book
• https://info.knowbe4.com/comprehensive-anti-phishing-guide

All Anti-Phishing Defenses
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Give or Get “Red Flags” Training

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees
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https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
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Cybersecurity and Infrastructure Security Agency (CISA)
• Primary US gov’t organization to protect our cyber assets, 

networks, devices, and Internet to reduce cybersecurity risk
• https://www.cisa.gov
• Collection of previous organizations (like US-CERT)
• Announces new vulnerabilities and threats
• Shares information

• Ex. Indicators of Compromise (IOC)
• Recommends mitigations

CISA Recommendations
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Cybersecurity and Infrastructure Security Agency (CISA)
Example warnings

CISA Recommendations
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CISA #stopransomware

CISA Recommendations
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Cybersecurity and Infrastructure Security Agency (CISA)
• You should subscribe to their alerts:
• https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new

CISA Recommendations
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CISA Known Exploited Vulnerability Catalog
• Lists software and firmware exploited by real criminals
• You should subscribe: https://www.cisa.gov/known-exploited-

vulnerabilities-catalog

CISA Recommendations
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Cybersecurity and Infrastructure Security Agency (CISA)
• What does CISA recommend for fighting ransomware?

• There’s a much longer list, but these are the consistent Top 3 they 
recommend at the top of every ransomware alert

Example taken from: https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a

CISA Recommendations
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Traditional Detection
• Extortion messages

Also Unexplained:
• Rogue executables
• Encrypted files
• Elevated group memberships
• Network connections
• Service stoppages
• Very large recent file archives

Detecting Ransomware
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Traditional Detection
• Traditional AV programs haven’t been great at detecting ransomware

• Endpoint Detection and Response software is much better
• You should be running one of these

Detecting Ransomware
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Anomaly Detection – Different Ideas to Try
• Process Explorer paired with VirusTotal
• Application Control in audit mode

Detecting Ransomware
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Process Explorer Paired With VirusTotal
• Process Explorer is a free Microsoft program for showing running executables

• https://learn.microsoft.com/en-us/sysinternals/downloads/process-explorer
• Sadly, only works on Microsoft Windows

• VirusTotal is a free Google web site that runs 70+ AV engines

• Run Process Explorer with VirusTotal option enabled to see if any running 
executables are flagged as malicious by any AV engine

• Note: Most executables flagged by only 1 AV engine are usually false-positives

Detecting Ransomware
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Process Explorer Paired With VirusTotal

• https://www.linkedin.com/pulse/what-should-you-do-suspect-your-computer-
hacked-roger-grimes/

Detecting Ransomware
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Process Explorer Paired With VirusTotal

• https://www.linkedin.com/pulse/what-should-you-do-suspect-your-computer-
hacked-roger-grimes/

Detecting Ransomware
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Application Control in Audit Mode
• Enable an application control program (e.g., AppLocker, etc.) in audit only mode
• Detect new executables and research

Detecting Ransomware
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Determining How Long Malware Dwells and Where
Application Control Programs
• Allows you to block or allow certain executables and other programs
• Most allow monitoring/audit-only modes versus blocking/enforcement modes
• Most can build rules by “snapshotting” a system
• Most write events to security logs when new executions not on baseline occur

Detecting Ransomware
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Determining How Long Malware Dwells and Where
Application Control Program Examples
• AppLocker and Windows Defender Application Control on Microsoft Windows
• Most major AV programs have a version
• Commercial versions: Beyond Trust, Carbon Black, Tripwire, Cisco, Ivanti
• Open source versions: SE Linux, AppArmor, Fapolicyd
• NIST SP 800-167 “Guide to Application Whitelisting”

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker
• Been in Microsoft Windows enterprise versions since Windows 7/Windows 

Server 2008
• Early related Windows feature was Software Restriction Policies
• Now called Windows Defender Application Control (WDAC), released in Windows 10
• WDAC is a far more serious application control program than AppLocker and takes much 

more planning and administration to run
• AppLocker does not promise a true security boundary, WDAC does
• For our purposes, AppLocker is good enough

• Stand-alone, Group Policy, MDM (e.g. InTune, etc.)

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker
• Run Gpedit.msc
• Computer Configuration\Windows Settings\Security Settings\
• Application Control Policies

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker
AppLocker Rule Categories:
• Executable Rules
• Windows Installer Rules
• Script Rules
• Packaged app Rules (Modern apps)

Each can be enabled separately

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker

Detecting Ransomware



47

Example Application Control Program Deployment
AppLocker
Malshare Example – When It Executes

Detecting Ransomware
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Example Application Control Program Deployment
AppLocker
Pull all 8003 events to
a centralized database

Detecting Ransomware
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• Ransomware Response Step-by-Step Checklist
https://www.knowbe4.com/ransomware#ransomwarechecklist

KnowBe4 Ransomware Resources
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First Things First

Ransomware Response

• There are fake “scareware” 
ransomware attacks

• Is it possibly wiperware?
• Weird file extensions?
• Ransom note?
• Are files really modified?
• What appears impacted?

• Start documentation trail on previously agreed upon wiki
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Next

Ransomware Response

• Everyone should know their 
predefined roles and 
expectations

• Early tasks include looking for 
more signs of spread

• What is and isn’t impacted?
• Legal should communicate 

with any outside parties
• Don’t usually have to involve 

insurance co’s yet unless 
they help with response

• Notify organization’s communications team
• Will need to communicate to staff, 

customers, regulators, investors, etc.
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Next

Ransomware Response

• Disable networking at hubs, switches and routers, if possible
• Know commands and practice ahead of time
• Easier to restore network access when needed

• Know ahead of time what you can and can’t disable
• When in doubt of wiperware vs. ransomware, power-off

Try to stop further:
• Spread
• Damage
• Communication to and from 

ransomware hackers
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Next

Ransomware Response

Impact
• What locations?
• What OS’s
• What apps
• What types of files
• What isn’t impacted?

• If ransom extortion message has a link, don’t click it!
• Could start timer countdown and notify ransomware hackers of new conquest
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Next

Ransomware Response

• x

84% or more of ransomware does data exfiltration
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Next

Ransomware Response

• No one should assume that everyone knows all the facts
• Share what you know
• Document, document, document
• Share with others and make sure everyone agrees with initial assessment
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Next

Ransomware Response

• If you decide to pay ransom, 
make sure it is legal to do so

• New or complete rebuild is 
always the safer choice

• Repair option is usually 
faster, but riskier

• Senior mgmt. and legal 
should make these decisions
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Next

Ransomware Response

• Determine what mission-critical apps you need to get back up and working 
first (should know this ahead of time)

• Know critical dependencies ahead of time (or determine)
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Next

Ransomware Response

• Usually, infrastructure is first before everything else
• DNS, IP, DHCP, Active Directory

• Get IT security back up and running, then apps
• Start re-enabling needed network ports and pathways
• When in doubt, rebuild
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Next

Ransomware Response

• Clean apps and before running apps or opening network/Internet:
• Reset all possibly compromised passwords
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Next

Ransomware Response

• Preserving evidence
• If not sure, assume this is necessary
• Take memory and disk snapshots before modifying existing devices
• Build new instances on new devices
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Next

Ransomware Response

• Restoring Data
• From recovered encrypted files with hacker’s help or trusted, tested backups?
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Prevent Next Time

Ransomware Response

You Are More Likely To Be Hit Again, If:
• You don’t determine the initial root 

cause
• You don’t pay the ransom
• You repair versus rebuild
• Don’t harden your environment 

against future attacks
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KnowBe4 Security Awareness Training
Baseline Testing
We provide baseline testing to assess the Phish-Prone™
percentage of your users through a free simulated phishing attack.

Train Your Users
The world's largest library of security awareness training content; 
including interactive modules, videos, games, posters and 
newsletters. Automated training campaigns with scheduled 
reminder emails.

Phish Your Users
Best-in-class, fully automated simulated phishing attacks, 
thousands of templates with unlimited usage, and community 
phishing templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!



Generating Industry-Leading Results and ROI
• Reduced Malware and Ransomware 

Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

85% Average Improvement
Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing



Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com
Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/


