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• 30 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 
APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 
decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 13 books and over 1,100 magazine articles

• InfoWorld and CSO weekly security columnist 2005 -
2019

• Frequently interviewed by magazines (e.g. Newsweek) 
and radio shows (e.g. NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA
• CISSP
• CISM, CISA
• MCSE: Security, MCP, MVP
• CEH, TISCA, Security+, CHFI
• yada, yada
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Roger’s Books
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Agenda
• Getting Your Email Address and Password
• Creating a Spear-phishing Campaign
• Hacker Attacks To Get Inside Your Network
• Hacker Tricks to Take Over  Your Network
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Attackers 
generally follow 

these steps to 
compromise an 

organization

Understanding the Cyber Kill Chain

http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html
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How Hackers and Malware Break In

?

?

?
Here Are the 10 Ways:
• Programming Bug
• Social Engineering
• Authentication Attack
• Human Error
• Misconfiguration
• Eavesdropping/MitM
• Data/Network Traffic Malformation
• Insider Attack
• Reliance Issue
• Physical Attack



• Social Engineering

• Unpatched Software

• But don’t trust me, 

measure your own risk

Biggest Initial Breach Root Causes for Most Companies

https://blog.knowbe4.com/phishing-remains-the-most-common-form-of-attack
https://info.knowbe4.com/threat-intelligence-to-build-your-data-driven-defense

Social engineering is responsible for majority of malicious data breaches



3 x 3 Security Control Pillars

3 x 3 Security Control Pillars - https://www.linkedin.com/pulse/3-x-security-control-pillars-roger-grimes

For every high-risk threat you want to 
mitigate, create 3 x 3 controls
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Attackers Can:

• Research It

• Buy it

• Steal It

Getting Your Email Address & Password

Least Risk and Cost

• Research It – Using Open Source Intelligence (OSINT)
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Research It

• OSINT
• Password dumps

• Website/social media/blog scrapers

Buy It
• Commercial sites

• “Access Vendors”

Getting Your Email Address & Password

Steal It

• Phishing

• Malware
• Tools
• Eavesdropping

• Guess
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Attackers Can Get/Buy It:

• There are dozens and dozens of databases with your email address (and 
password) for free and for sale on the Internet and darknet

Example – 1 password dump collection set

• Collection#1: 770 million email addresses/logon names and password

• Collections#2-5: 2.2 billion records
• https://www.forbes.com/sites/daveywinder/2019/02/01/2-2-billion-

accounts-found-in-biggest-ever-data-dump-how-to-check-if-youre-a-
victim/

Getting Your Email Address & Password

https://www.forbes.com/sites/daveywinder/2019/02/01/2-2-billion-accounts-found-in-biggest-ever-data-dump-how-to-check-if-youre-a-victim/
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Attackers Can Get It:
• There are over a hundred OSINT tools hackers can use to find information

• Example: Fingerprinting Organizations with Collected Archives (FOCA)

DNS, IP, fingerprinting, data leaks, backup files, open directories, etc.

Getting Your Email Address & Password
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Attackers Can Get It:
• There are over a hundred OSINT tools hackers can use to find information

• Example: Recon-ngS, IP, fingerprinting, data leaks, backup files, open 

directories, etc.

Getting Your Email Address & Password
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Attackers Can Get It:
• There are over a hundred OSINT tools hackers can use to find information

• Example: theharvesterS, IP, fingerprinting, data leaks, backup files, open 

directories, etc.

Getting Your Email Address & Password



17

Attackers Can Get It:
• There are over a hundred OSINT tools hackers can use to find information

• Example: Awesome OSINT

• https://github.com/jivoi/awesome-osint, IP, fingerprinting, data leaks, backup files, open directories, etc.

Getting Your Email Address & Password

https://github.com/jivoi/awesome-osint
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Attackers Can Steal It:
Steal It

• Malware steals credentials

• Phish It, 

• Standard phishing email or website

• Credential Theft Trick

Getting Your Email Address & Password
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Attackers Can Steal It:
Malware

• Malware steals email addresses 

(and credentials)

Getting Your Email Address & Password
From Trickbot email bot program

Image from Deepinstinct
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Attackers Can Steal It:
Phish It

• Regular phishing emails

• Super tricky phishing emails

Getting Your Email Address & Password

Image from Deepinstinct
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Password Hash Capture Steps
1. Victim opens email

2. Clicks on link (or sometimes simply opens email)

Link points to object on remote malicious server

3. Email program/browser attempts to retrieve object

4. Server requires authenticated logon

5. Email program/browser attempts authenticated logon

6. Sends remote logon attempt from which attacker can derive password 

hash

Password Hash Theft
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Password Hash Capture – Kevin Mitnick Demo - Steps
1. Uses Responder tool (https://github.com/SpiderLabs/Responder)

2. Victim opens email in O365

3. Includes UNC link (file:////) pointing to object on Responder server

3. Email program/browser attempts to retrieve object

4. Responder captures NT challenge response

5. Attacker generates and cracks NT hash to obtain plaintext password

Password Hash Theft
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Password Hash Capture - Kevin Mitnick Demo

Password Hash Theft
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New - Rogue Wiping Elements
Spammer/Attacker/Phisher:

• Creates “bothersome” element that when wiped launches connection back 

to rogue website

• Send your password hash, etc.

• Uses brown/black dot appear like dust on screen

• Uses brown/black curve object look like hair on screen

• User tries to wipe away dust or hair, activating link

• Which may send your password hash

Clickjacking
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Attackers Can Buy/Steal/Get It:

Defenses:

• Long (and complex) passwords, 12-characters or longer
• Forced password changes

• Watch out for click tricks
• Do your own research to see how much info about you and your org is out 

there

Getting Your Email Address & Password
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Attackers Can Buy/Steal/Get It:
• There are dozens and dozens of databases with your email address (and 

password) for sale on the Internet and darkweb

Defenses: 

Research your own email address(s) availability on the dark web
• www.knowbe4.com/resources - Password Exposure Test

• Sites like: https://haveibeenpwned.com/

• Password managers like 1Password

Getting Your Email Address & Password

http://www.knowbe4.com/resources
https://haveibeenpwned.com/
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Attackers Can Get/Steal It:

Protecting Yourself/Org
• https://haveibeenpwned.com

Getting Your Email Address & Password
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Attackers Can Get/Steal It:
Protecting Yourself/Org

• : https://sec.hpi.de/ilc/?

Getting Your Email Address & Password

https://sec.hpi.de/ilc/?
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Attackers Can Get/Steal It:

Protecting Yourself

• Some password managers check for compromised passwords

Getting Your Email Address & Password
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Attackers Buy/Steal/Get It:

Protection for whole Organization

• KnowBe4’s Password Exposure Test tool

• https://www.knowbe4.com/password-exposure-test

Getting Your Email Address & Password

https://www.knowbe4.com/password-exposure-test
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Agenda
• Getting Your Email Address and Password
• Creating a Spear-phishing Campaign
• Hacker Attacks To Get Inside Your Network
• Hacker Tricks to Take Over  Your Network
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How Hackers Get Many Logons and Passwords:

Spear-phishing Campaigns

• Hundreds to thousands of targeted phishing emails sent to many 
employees each containing current project or event details

• Email may come from a trusted third party

• Anything phisher learns from OSINT research can be used

• Only takes one replier and they are in!

Creating Spear-phishing Campaign
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How Hackers Get Many Logons and Passwords:

Spear-phishing Campaigns

• They use “email marketing” tools

• Use bulletproof hosting services
• Cannot be easily “taken down”, will not follow requests to minimize 

illegal activity, uses moving (dynamic) IP addresses and DNS names

• Involved web sites may only be alive for hours and may be uniquely 
created on-the-fly for each victim who clicks on link

• Very competitive market, often advertised out in the open, takes years to 
shutdown

Creating Spear-phishing Campaign



34

How Hackers Get Many Logons and Passwords:

Spear-phishing Campaigns

• They use “email marketing” tools

• Use bulletproof hosting services
• Cannot be easily “taken down”, will not follow requests to minimize 

illegal activity, uses moving (dynamic) IP addresses and DNS names

• Involved web sites may only be alive for hours and may be uniquely 
created on-the-fly for each victim who clicks on link

• Very competitive market, often advertised out in the open, takes years to 
shutdown

Creating Spear-phishing Campaign
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How Hackers Get Many Logons and Passwords:

Bulletproof Hosting Examples

Creating Spear-phishing Campaign
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How Hackers Get Many Logons and Passwords:

Infected Websites – Increasing Not Getting Better

Creating Spear-phishing Campaign
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How Hackers Get Many Logons and Passwords:

Infected Websites– Time to clean-up website once notified

Creating Spear-phishing Campaign

In Minutes

In Days
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How Hackers Get Many Logons and Passwords:

Infected Websites– Reinfection Rate

Creating Spear-phishing Campaign

30%
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Defenses:
• Technical Controls

• Security Awareness Training

*See any of our anti-phishing webinars

https://info.knowbe4.com/webinar-stay-out-of-the-net

Creating Spear-phishing Campaign

https://info.knowbe4.com/webinar-stay-out-of-the-net
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How Hackers and Malware Break In

?

?

?
Here Are the 10 Ways:
• Programming Bug
• Social Engineering
• Authentication Attack
• Human Error
• Misconfiguration
• Eavesdropping/MitM
• Data/Network Traffic Malformation
• Insider Attack
• Reliance Issue
• Physical Attack
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How Hackers and Malware Break In

?

?

?
Most Popular Ways
• Social Engineering
• Unpatched Software

• Javascript- and Powershell-based Exploit Kits

• Get you to run a trojan horse executable

• Exploit any Internet public-facing node containing an unpatched 
vulnerability
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Exploit Kits
There are literally dozens of exploit kits anyone can buy that do all the 

hacking for the buyers:

• They will penetrate web sites and inject malicious code that infects visitors

• They contain multiple exploits for vulnerabilities

• If they can’t silently infect user, they will offer up social engineered file 

download for the user to run

• Centralized mgmt. console, 24x7 tech support, help for cashing out ill 

gotten gains

How Hackers and Malware Break In
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Exploit Kits
Pseudo exploit attempt code
if chrome installed then try chrome exploits 1 & 2

if exploits worked then install malware goto finish 

end

if ie installed then try ie exploits 1, 2, and 3

if exploits worked then install malware goto finish

end

if flash installed then try flash exploit 1 & 2

if exploit worked then install malware goto finish

else try fake patch download

if mac try fake mac patch

if win try fake win patch 

end

finish

How Hackers and Malware Break In
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Exploit Kits
Multiple Exploits

How Hackers and Malware Break In

Image from: https://blog.malwarebytes.com/threat-analysis/2018/08/exploit-kits-summer-2018-review/

https://blog.malwarebytes.com/threat-analysis/2018/08/exploit-kits-summer-2018-review/
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Exploit Kits
Exploit Kit – Blackhole

Admin console 

example

How Hackers and Malware Break In

Image from krebsonsecurity.com
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Exploit Kits
Example Sales

Price for Blackhole

How Hackers and Malware Break In

Image from infosecinstitute.com
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Exploitation Databases
There are literally dozens of websites with hundreds to thousands of exploits 

anyone can use to break into something.

• Step 1 – Find an exploit scanning tool that will tell you what software and 

versions computers are running (e.g., Nmap, etc.)

• Step 2 – Figure out what unpatched vulns are available in that version of 

the software

• Step 3 – Find or code the exploit to break into the computer

How Hackers and Malware Break In
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Exploitation Databases
There are literally dozens of websites with hundreds to thousands of exploits 

anyone can use to break into something, including:

• Exploit Database (https://www.exploit-db.com/)

• Over 44,500 exploits

How Hackers and Malware Break In

https://www.exploit-db.com/
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Exploitation Databases
There are literally dozens of websites with hundreds to thousands of exploits 

anyone can use to break into something, including:

• Exploit Database (https://www.exploit-db.com/)

• Over 44,500 exploits

• https://securiteam.com/exploits/

How Hackers and Malware Break In

https://www.exploit-db.com/
https://securiteam.com/exploits/
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Exploitation Databases
There are literally dozens of websites with hundreds to thousands of exploits 

anyone can use to break into something, including:

• Metasploit Framework

• https://www.metasploit.com/

• Free and commercial tool

• Over 3000 exploit modules

How Hackers and Malware Break In
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Empire Powershell:

Currently one of the most commonly used hacker tools

Mimikatz

• https://github.com/gentilkiwi/mimikatz
• Dumps AD password hashes, pass-the-hash, and “golden ticket” attacks

Hacker Tricks to Take Over Your Network

https://github.com/gentilkiwi/mimikatz
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Empire Toolkit:

Currently one of the most commonly used 
hacker tools
• https://www.powershellempire.com/
• On Windows uses PowerShell scripts

• Privilege escalations

• Lateral movement

• Persistence
• Mimikatz and Metasploit integration

Hacker Tricks to Take Over Your Network

https://www.powershellempire.com/


54

Empire Powershell:

Currently one of the most commonly used 
hacker tools

• https://www.powershellempire.com/
• Over 285 hacker modules

Hacker Tricks to Take Over Your Network

https://www.powershellempire.com/
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Empire Powershell:

285+ hacking modules
OSX Examples

Hacker Tricks to Take Over Your Network
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Rogue Outlook Forms
Another example: Create custom Outlook form which starts rogue app or shell 

when specific email is received

• Modify Outlook form to do something malicious

• Can do anything programming can do

How Hackers and Malware Break In
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Rogue Forms
Create custom Outlook form which starts rogue app or shell

• Need to add Developer tab to Outlook

• File, Options

• Quick Access Toolbar

• Design a Form

• Add>>

• OK

Bad Forms
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Rogue Forms
Create custom Outlook form which starts rogue app or shell

• Create custom rogue form

Bad Forms
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Rogue Forms
Create custom Outlook form which starts rogue app or shell

• Create custom rogue form

Bad Forms
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Rogue Forms
Create custom Outlook form which starts rogue app or shell

• Create custom rogue form

Bad Forms
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Rogue Forms
Create custom Outlook form which starts rogue app or shell

How to trigger?

• On the attack machine, create an Outlook form with the same name and 

send an email to the victim using that form

• It will trigger the form which will trigger the rogue commands

Bad Forms
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Rogue Forms
Another example: Create custom Outlook form which starts rogue app or shell

Bad Forms

Use Sense Post Ruler tool

• https://github.com/sensepost/ruler

• Allows you to create custom forms 

remotely to a user’s email client at 

Exchange, using either the MAPI/HTTP or 

RPC/HTTP protocols

• All hacker needs is their credentials and 

mail server info
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Rogue Forms
Great Sense Post demo video: https://www.youtube.com/watch?v=XfMpJTnmoTk

1. They have user’s email address and password

2. Use Ruler hacking tool to create rogue form in victim’s Outlook that adds 

Empire remote shell

3. They send an email that activates the rogue form to get Empire shell into 

victim’s machine

Bad Forms
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Rogue Forms
Great Sense Post video: https://www.youtube.com/watch?v=XfMpJTnmoTk

• Uses Ruler to add Empire remote shell

Bad Forms
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Defenses
• Use MFA when possible

• Check for rogue rules and custom forms

• Script for dumping all rules: https://github.com/OfficeDev/O365-

InvestigationTooling/blob/master/Get-AllTenantRulesAndForms.ps1

• Notruler – checks for custom rules and forms

• https://github.com/sensepost/notruler

• Monitor email client for configuration changes

Bad Rules and Rogue Forms

https://github.com/OfficeDev/O365-InvestigationTooling/blob/master/Get-AllTenantRulesAndForms.ps1
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Bloodhound - Post-Exploitation Hacking Tool:
Post-Exploitation Tool

• Tells attacker how to get from starting to ending point fastest

Hacker Attacks To Get Inside Your Network
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Top Defenses for Most Organizations
(in order of importance)
• Focus on mitigating Social Engineering
• Patch Internet-accessible software
• Use Multifactor Authentication (MFA)/Non-guessable passwords

• Use MFA where you can, and when you can’t,
• Use different strong passwords for every website and service
• Enable account lockout (even on APIs)

• Teach Users How to Spot Rogue URLs
• https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
• https://info.knowbe4.com/rogue-urls

Best Defenses



Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com
Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/


